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SHA (Secure Hash Algorithm)
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MAC (Message Authentication
Code)
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m HashE 0|t MAC M4 B
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Ao ol= J| 2 CBC residue
2= 4%

m CBC residue At
C,=E(VeP, K)
C, = E(C, @ P,, K)
C, = E(C, @ P, K)
MAC = C,

7| It

== s b= B2
C,2 CL,22 MACE C',22 B3
= HE2 C,2 53320t P2 23
2= 82 P, P,, P32 CBC residueE +oll C',= 25
MACII CBC residuelt =s25tB= &0
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moffal it QD] & Sot= setet gAl= A
EVP_Signinit_ex() : ol Al &= & &4
EVP_SignUpdate() : =&l HIAIXIE oH &
EVP_SignFinal() : JHCID|E Lot MY =8t

B 2aS I ESE SAet A A=
EVP_Verifylnit_ex() : oAl &8 2 &
EVP_VerifyUpdate() : =& HIAIXIE ol &
EVP_VerifyFinal() : SIHIIE Lot 25 =
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pkey = EVP_PKEY_new();
result = EVP_PKEY_set1_RSA(pkey, rsaPriv);
assert(result);

EVP_MD_CTX_init(&ctx);

result = EVP_Signlnit_ex(&ctx, EVP_shal(), NULL);
assert(result);

result = EVP_SignUpdate(&ctx, plaintext, plsize);
assert(result);

result = EVP_SignFinal(&ctx, sign, signSize, pkey);
assert(result);

assert(*signSize <= MAXSIGNSZ);
EVP_MD_CTX_cleanup(&ctx);
EVP_PKEY_free(pkey);
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" A
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pukey = EVP_PKEY_new();
result = EVP_PKEY_set1_RSA(pukey, rsaPub);
assert(result);

EVP_MD_CTX_init(&ctx);

result = EVP_Verifylnit_ex(&ctx, EVP_shal(), NULL);

assert(result);

result = EVP_VerifyUpdate(&ctx, plaintext, plsize);

assert(result);

result = EVP_VerifyFinal(&ctx, sign, signSize,
pukey);

EVP_MD_CTX_cleanup(&ctx);

EVP_PKEY_free(pukey);
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