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#include <sys/time.h>
int gettimeofday(struct timeval *restrict tp, void *restrict tzp);
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m #include <openssl/des.h>

m void DES_ncbc_encrypt(const unsigned char *input, unsigned
char *output, long length, DES_key_schedule *schedule,
DES_cblock *ivec, int enc);

input : =201 M&E HIHC X
output : 220 M&EE HIHS2 F Xl
length : EE22| 20| (byte)
schedule : HI2 | (key schedule2 &EEH)
ivec : Initial vector
enc : encryption / decryption
m int DES_set_key(const_DES_cblock xkey, DES_key_schedule
xschedule);
8 bytes t== keyE key schedule 2EfQC! schedulelil M&ol= &=
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ClientJ} timestampE 2 [

gettimeofday(&timeStamp, NULL);

fd = open(*'symmKey.sec', O RDONLY); assert(fd !'= -1);
res = read(fd, rawkey, 8); assert(res == 8);
close(fd);

DES set key(&rawkey, &keySched);

bzero(iv, sizeof(DES_cblock));

DES _ncbc_encrypt((unsigned char *)&timeStamp, buff,
sizeof(struct timeval), &keySched, (DES_cblock
*)iv, DES ENCRYPT);

cipherBSz = multiple8(sizeof(struct timeval));
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/* buffOil IAIXIE &S */

gettimeofday(&myTime, NULL);

fd = open('symmKey.sec', O RDONLY); assert(fd '= -1);
res = read(fd, rawkey, 8); assert(res == 8);
close(fd);

DES set key(&rawkey, &keySched);
bzero(iv, sizeof(DES cblock));

DES ncbc_encrypt(buff, (unsigned char
*)&timeStamp, cipherBSz, &keySched, &iv, DES DECRYPT);

iIT (abs(nyTime.tv_sec-timeStamp.tv_sec) < TIMESKEW){

strcpy(buff, "yes'); send(sockfd, &buff, 5, 0);
} else {
strcpy(buff, "no"); send(sockfd, &buff, 5, 0);

}
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